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ABSTRACT

The images authentication transmitted through the
communication networks must verify the proof of the
originality and robustness against the hacker ledtadhe
existing techniques such as the cryptographic nustlaoe not
sufficient. An effectiveness and robust solutiopieposed in
this paper. This solution is based on the watermgrkf the
video and especially the Motion JPEG stream. Weded on
one of the major properties of the JPEG image wiscthe
guantization matrix. The watermarking is performed this
matrix. We detail the obtained results against isg\atacks.

General Terms
Image security, image watermarking, data authetitica

Keywords

MJPEG video stream, Quantization matrix, Waternmagki
Attacks.

1. INTRODUCTION

The security of the visual data collected through a
communication network becomes a very important etsfze
proof the authenticity and the origin of the traittzd data.
The digital processing methods are so available easy to
use that it makes the falsification and the haclsagasy [1].

It is therefore necessary to incorporate in thdwapsystems
and the control stations techniques that secumee atginst all
kinds of malicious manipulations. The first techreg used to
solve this problem are based on cryptography [&iny
correctly the video must respect several conssanth as:
the generation of a minimum volume of additionatagdahe
malicious attacks detection, the tolerance agamatluntary
attacks (compression, changing format, etc...), dttacks
location on the images constituting the video sireand the
data recovery after attacks. Unfortunately, the duse
cryptographic techniques do not satisfy the comgsa
mentioned above [2, 3]. The generated data arewsth @and
the introduced security is very limited to the fiedtion of the
data integrity rather than the visual content.

Against these limitations relative to cryptograpiiethods
used in content protection, many researchers haveed to
other approaches that allow security to take imtooant the
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constraints mentioned before. It means the nonecegif the
cryptographic concepts that may play an additi@uslantage

in strengthening security. These new approachesistoof
digital watermarking the data and authenticating ¢bntent.
These approaches allow us to extract the watermark
(embedded secret) and provide information on daiging
authenticity and all the forgery made.

There are already advanced works that allow ulie\e that
the authentication data by marking the video issjiobes [1, 2].
Among the few existing authentication methods, el the
works in [1, 3, 4, 5, 6]. These authors use theemaarking in
the both domains (color and transformed) with #ehhiques
that are already presented in image watermarkicignidogy.
They assume that a perfect equality between thggnatiand
the extracted watermark is a proof of authentioityhe data
and any difference means a possible attack. Thee sam
evaluations on image/video watermarking are alsccemed
with the video authentication field where the aughfaced the
same situations seen in image/video watermarkirtgrims of
robustness against attacks.

In this paper, we present a new watermarking tegreifor
addressing the problem of recovering rights antlenttcation
of images included in Motion JPEG video streamst $sn
different wireless robotsaffibots). This technique is based on
watermarking the compressed data or the quantizatiatrix
which is one of the main steps in JPEG compressibie.
guantization matrix is standard but each camera may
recognized by its own one after watermarking sa tha
identification of the source is easy.

2. JPEG COMPRESSION

The JPEG compression process is depicted in Fig. 1.

Original o Sub-
() [T ] g T
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Fig. 1. The JPEG compression process.




The decompression process is the inverse.

After partitioning the RGB original image into 8*8euksB; ¢
r,s=0...7, eachB, s is transformed into 8*8-YUV bloclC, ¢
using the following matrix:

7 ro2ee 0337 01147 [R
[L7]= [-D. 147 0230 0437 ] ¥ [g]
V1 L0615 0515 -0.100.

then we proceed to 4:2:0 sub sampling Y, U and Rat t

means we leave Y unchanged (the eye is sensitive to

luminance represented by Y), and consecutive 48¢Kks in
U and V are replaced by one element with averageevighe
eye is less sensitive to chrominance represented by V).
Information is lost at this step.

U11|U12|U13|U14|U15{U16/U17|U18
U21|U22|U23|U24|U25|U26|U27|U28

8*8-Matrix U

(Ul1+U12+ | (U13+U14+ | (U15+Ul6+| (U17+U18+
U21+U22)/4 | U23+U24)/4| U25+U26)/4| U27+U28)/4

4*4-New matrix U

To get the frequencies, we apply DCT independemwtigach
block; note that the low frequencies contain theepsal
information in an image, so they must not changethei high
frequencies can be eliminated by quantization. D& is
defined by

wirjwiz) T v e s
dij = ”_BTTEDSE?’[_.: + l,lcosﬁs[_.t + 138,

where w(0)=1~N2 andw(r>0)=1. The next step implements

another lossy part of JPEG compression where coaitisd; ;
are divided by quantization matrand rounded to integers.

Dy = round

d:
JJ ij €{0.., 7]

4

The decompression process works in the reverse. @tbeks
of quantized DCT coefficients are recovered from JREG
file and multiplied by quantization step,; = &;; -y . The

resulting values are transformed using the inv@serete
Cosine Transformation (IDCT) and rounded to integerthe
range [0, 255] (for 8 bits image). The decompredsiedk B
is:

By = I‘;"u?lﬂ[[IDCT[Q[_i- D)) L Lf 0. T

ij
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3. PROPOSED APPROACH

The recovery and the decompression processes afntdges
through awifibot are achieved by three main procedures: the
image recovery from the camera, the image decorsipres
and finally the image storing/displaying [7]. FRyshows how
the image pixels are transmitted.

3.Get data

O (image/video)
Camera /' @) \

. 4.Send
2.Transmit request  compressed data

Embarked
processc @

1.Send request 5.Send compressed/

\ uncompressed file
Local g
statior 6.Save/Display file

Fig.2. Request transmission

These procedures are defined in jieeglib of thewifibot [7].
The first procedure consists to transfer the imagen the
wifibot camera with JPEG format to theifibot processor
(The compression program is directly implementedthie
camera). This step is described by wiesetimage(function.
The second procedure is designed to decompresentge
transmitted by thewifibot's camera, it is described by the
wbDecompressimagef)inction. The last algorithm is defined
by the wbWritelmage() function which stores the
decompressed image in an uncompressed format (@sich
PPM). Normally, this function should not be useeqfrently
because of the slowness of théfibot file system. The
following programs are implemented in théfibot processor
and executed via the interface implemented in theall
station. When sending a request from the locailostavarious
data are sent, like the resolution (for example*880), the
speed, the rotation angle of the camera, the dirgcthe
number of frames/second, choosing between receiviage
or video, etc,...

#define SIZE 150000

int main(void)

{

int sz, width, height;

unsigned char *image;

unsigned char buffer[SIZE];

image = (unsigned char*)
malloc(640*480*3*sizeof(unsigned char));

sz = whGetlmage(buffer);



sz = wbDecompressimage((unsigned char*)image,
buffer, sz, &width, &height);

wbWritelmage("out.ppm”, (unsigned char*)image,
sz, width, height);

free(image);

return O;

}

The main program supposes a compressed image izgh s
150 Ko (SIZE=150000) and a decompressed image siith
900 Ko (resolution=640*480*3).

int wbGetl mage(unsigned char *buffer)
{
unsigned char buf_rec[SIZE];
int img_size = 0;
int retval;
int sk;
sk = whblnitialiseSocket();
send(sk, "GET /IMAGE.JPG HTTP/1.0\r\nUser-Agent:
\r\nAuthorization: Basic \r\n\r\n", 128, 0);
retval = recv(sk, buf_rec, SIZE, 0);
while (retval = 0)
{
memcpy(buffer+img_size, buf_rec, retval);
img_size += retval;
retval = recv(sk, buf_rec, SIZE, 0);

for(i=0; i<img_size-1; i++)
if (buffer[i] == OxFF && buffer[i+1] == 0xD8)
{

img_size -=;
memmove(buffer, buffer+i, img_size);
break;

}

close(sk);
return img_size;

}

Before calling wbGetlmage()buffer contains the JPEG
compressed image or MJPEG videdth http header and
variable sz contains its size. After calling wb@mbe(),

buffer contains the JPEG compressed image or MJPEG video

without http header and sz the new size. Note that FFEI8 an
FFD9 are respectively the marker of start and ehdR&EG
images, so that MJPEG videos are easy to manipulathis
step either we transfer the datebinffer directly into a file (so
with JPEG format), or we decompress them intageand
save them in a file with any format, (for exampleNp for
displaying.

int woDecompressimage

(unsigned char *image,

unsigned char *buffer,

int sz, int *width, int *height)

{

struct jpeg_decompress_struct cinfo;
struct jpeg_error_mgr jerr;

unsigned char *line;

cinfo.err = jpeg_std_error(&jerr);
jpeg_create_decompress(&cinfo);
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jpeg_tab_src(&cinfo, buffer, sz);
jpeg_read_header(&cinfo, TRUE);
jpeg_start_decompress(&cinfo);
*height = cinfo.output_height;

*width = cinfo.output_width;

line = image;
while(cinfo.output_scanline < (*height))

{
line = image +

3 * (*width) * cinfo.output_scanline;
jpeg_read_scanlines(&cinfo, &line, 1);

jpeg_finish_decompress(&cinfo);
jpeg_destroy_decompress(&cinfo);
return 3* (*height) * (*width);

}

int wbWritel mage(char *fichier, unsigned char *img,
int sz, int width, int height)

{
FILE *fp;

fp = fopen(fichier, "w");
if (fo == NULL)

fprintf(stderr, "Error");
return(1);

}

fprintf(fp, "P6 %d %d 255 ", width, height);
for (i=0; i<taille; i++) fprintf(fp, "%c", img][i]);

return fclose(fp);

Our "bytes of interest" are ouffer.

The quantization matrix is detected by the hexadaki
marker FFDB and its length (8*8 bytes). In fact, two
guantization matrices are used in JPEG compresgierfirst
one Q is for Y and corresponds to the first FFDB and the
second one  is for U and V and corresponds to the second
FFDB. We only consider

The compressed data corresponding to each image are
detected by FFDA and FFD?9.

To achieve watermarking of the compressed imagedvid
before sending the data to the local station, we sugtyest
possibilities:

1. We modify the quantization matrix used in each JPEG
image constituting the MJPEG video stream. The
modification may be the same or not the same fbr al
images. This way is used for authentication of data
and possibly for identifying theifibot (if many)

2. We watermark each image compressed data using linea
interpolation of these data and the compressed afata
watermark stored in the embarked processor. Oneisan
the algorithms in [10]. This way is suitable fopgoight.
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4. TESTS When receiving the stream, a program in the lotlo can
Fig. 3 is an example of an MJPEG video stream ahd@with check frames one by one through the quantizatiamméf it
11 frames, so its speed is about 30 frames / second is different from ours, then we deduce that it ioeeign

image which can be embedded by voluntary or invalyn
Each frame in the JPEG video includes a standard way.
quantization matrix Q, so one can define a different, Qor
each frame.

¥
Tib 1-FRi-kMbd-w

Frame 7 Fréme il

e — [— -
" 4
AL

“'h-...__l"

Frame 9 Frame 10 Frame 11

Fig. 3. Example of an MJPEG video stream.

Fig.4 and Fig.5 illustrate an example of the quaatibn modification of the quantization matrix (eg= + 1) does not
matrix watermarking respectively by adding and sadiing affect the image quality.
different value ofe {1, 5, 10, 50}. We note that a small

Fig 4. Quantization matrix modification by addition of different values of €.

E=5 =10 £=30

Fig 5. Quantization matrix modification by subtraction of different values of .
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5. CONCLUSION

We presented in this paper a new approach for video
watermarking for an application in robotics. We w&er
interested particularly in the video stream of MatiJPEG.
This kind of video is most common in thaifibot. The
proposed approach is based on the watermarkinghef t
quantization matrix which is one of the most impaitt
properties in the JPEG files. Watermarking the tjaation
matrix represents a major advantage in terms o#f.tiih
consists of just watermarking a little quantitydafta relatively
to watermarking all the image and it manipulateg th
compressed image instead of the image itself. €balts are
very significant since the local station can redmgnthe
wifibot sending the stream. This will motivate us to indég
this module in the sending process of the videoubh a
communication network.
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